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EVsmCCZNMDf0a4we3nvN2+WdFKW1f0Np8JZEfAFgxOJcwARgK0wBCr/v3En0SzRswXu1bDR20YZZRuz5+rsS3+/WhQbUn6zviU1J8T33e/LIrDk7iyD+n-
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339pnlO23eN0L1HZoopOr0tzvIgRgj7cQTt6GT14vJX8b32d+rybalz6eOX+2aGNTFRLmMHRCLrizyOupwzY2N0IGC8Z9R3u/xqJgvP5D/ua/
GZPJ2BFe8FHQuA0OzT/bUQwYsZ2QmIzK9m5PwAP7TJrdG3p7YPQUW6l/rPZ5zCk+R5VymmqHy1oNS8d2rZY34c8go8HWARmuSd1zkpLolWGB9Eke-
07JyFGw/uFvR+WcQBv8Mn+tsi/kTj18N2STneP1yH/Tdy6bV3JNItDI5cpV1ptLUEvxzowJgpgZBlqDYF/ToEY3rzJcGgjORK0AqarBFtF3lRmkC6myjbl1HV70k-
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kUYL11HZbukSRGgiMnCicJk+dj+YRf2MIgqNjouNA34SXPV5LL+epl2jS3gMQxttEVagGvmy1JzV8RpJJ4EJIXn8QipdaHIwwvVm4wtwbKu1WG+IhgpukIid-
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BokCt+hTckX0wviyBODJJY0/jpJKp88afoIN5ZE2URAkaY7I1HFug1Ggyo44AgVNCDGI7Zaijj/oUm1Iqd5Teto4zWlkx6Tltw1kCFnYlOAnkLJlRNsQAMv1S5K-
mm6uOt8753Ji5bkd15xSNcr+7fTRhDftD+j0Z787l6e5nXhyNsx/2qyVCm8codz2mh4r5E4dRwpZ2G10gjcpHRa+LuWtp7/9XHS+59R8Xa0oIx7tJp5KL-
cviSpQ1b/j2QqFgxVwEzYKGNdXW0CPuqx1Nl4WL2xSDF7gRid+JU3D3BWa2i4IjMbJZ/
neKWVGQ4uQocwhfN/8/5VCNIfZ9gvoY31Ta4CRQ7mV7m6QalUVZrB8xou2hSEANsa0T/dkZJd2H66TD4zla2qC+hWi+mnHwwCoNHIrPrCNoBQSFLZ-
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For the last decade encryption has been one of 
the main priorities for those working in technol-
ogy. Even though its scientific meaning involves 
many words, all of us know that encrypting  
basically means exchanging and storing data  
in a secure way, away from prying eyes.

There are many protocols and implementations 
of these protection methods: there is the infa-
mous WhatsApp “end to end” encryption, the 
“you must trust our company can’t see your 
data” encryption, the PGP/email encryption, and  
device encryption, among others.
 
In this article we will talk about the latter –  
device encryption – which is a very useful type 
of protection in case your device is seized,  
stolen or lost. Without the access code no one 
would be able to see anything on it!

When it comes to device encryption, there are 
mainly two options: encrypt  external devices 
(thumb drives, SD cards, external hard drives, 

There is a lot of information 
around on securely protecting 
your communications, but  
how can you better protect  
your devices?



etc.) or encrypt  internal devices, most likely 
meaning the drive on which the operating  
system is running.

If you want to encrypt your hard disk, this 
needs to be done during the operating system 
installation. In recent GNU/Linux distributions, 
it’s as easy as ticking a checkbox at the hard 
drive partition stage of the installation, and  
providing a passphrase that needs to be used 
every time the system boots.

The way the protection works once installed is 
that the system asks for a passphrase on boot. 
If you provide it, then everything is able to start 
normally. If you don’t, then the whole content  
of the hard disk is completely inaccessible.  
So beware – if you forget this password you 
cannot access your device’s content anymore!
This guide contains detailed explanations for 
Linux operating system variants, with some 
recommendations for other systems.

We hope that you enjoy encrypting your  
devices so that we all work and live in a better 
protected world!

1.	 Installation guide for encryption in Linux  
operating systems

2.	 Installation guide for other external devices 
in Linux

3.	 Encryption on other operating system



In order to encrypt your hard disk, it is better to start 
with a brand new device or hard disk, as all the infor-
mation will be deleted.

To assist you in the process, this guide includes 
sample screenshots of the full encrypted operating 
system (OS) installation process in Debian OS.

Before you start, you will need to download the  
desired operating system installation file(s). 

1.	 This is the first installer screen. Go for  
“Graphical install”.

1. Installation guide for encryption 
in Linux operating systems



2.	 Then select the language – English is the default. 
Then the country (it would be great if there was 
no default for this!) and keyboard layout.

3.	 Next enter your computer’s name. It can be  
anything, but no spaces or special characters  
are allowed.



4.	 Since most of the GNU/Linux OS was initially  
developed thinking of the device being part of a 
network, setting a domain name is part of the 
installation process, but it can be left blank as 
needed.

5.	 There are at least two important passwords:  
root and user. In this case we’ll have a third one 
– encryption. Even though they can be the same, 
it’s advised for them not to be. You should at 
least add a small variation on each.

Please note that 
Root equals  
Admin on GNU/ 
Linux systems.



You can use either 
your real full name 
or nickname, but it’s 
different than your 
username, which is 
the one you’ll use to 
log in/start session.

This is what you will 
use to identify your-
self to the system.  
It cannot contain 
blank spaces or  
special characters.

And this is your user 
password. Again, try 
to avoid using the 
same as you set for 
Root.



6.	 Now select the timezone (options are based on 
the country you previously selected).

7.	 Here’s where we take the encryption branch of 
the road! If you want to explore all the options,  
select “Manual partition” and take a look, but 
most of the time you just want to use the “Guided 
entire disk encrypted LUKS” option, so go for it.



8.	 Unless you are installing on a brand new hard 
drive, you will actually not see this screen. The 
reason why is that it’s about creating a partition 
table, which needs to be done only the first time 
a hard drive is used.

Don’t let the installer call 
you “new user”, or don’t 
think of yourself as a new-
bie just for choosing the 
first option. It is true that 
for certain use cases it’s 
advised to separate certain 
data into different parti-
tions, but for non-server  
installation, having it all 
in the same one is just as 
good, so let’s do it that way.



Since this is the step 
where all we’ve done  
before gets really written 
into the hard drive, and 
it makes whatever was 
stored on it before  
inaccessible (gone  
forever), the default  
option is “No”, and you 
need to change it to  
“Yes” and continue.

This will take a while  
depending on whether you 
are installing on a solid 
state drive or in a conven-
tional hard drive, and the 
size of it. So at this point 
you might want to take a 
break and think of all the 
kitty-cat videos you’ll be 
able to safely keep in your 
new encrypted system.

And then confirm you 
know what you’re doing.



9.	 Once it’s done writing random data in your drive, 
it will prompt you for a passphrase and you  
really need to make sure you don’t forget it. Any 
half-experienced Linux systems administrator 
can easily bypass both the root and user pass-
words with a few commands if the system is 
not encrypted. However, the only way to bypass 
the encryption is through what is called a “brute 
force attack”, and doing that can take decades if 
you used a strong one encryption password. So 
even if it’s not advised to write down passwords, 
in this case it might be better than losing access 
to all of the data stored in your computer, so you 
should either consider doing that, or keeping it in 
a KeePass password safe.

Feel free to tick the “Show 
password in clear” checkbox 
to triple check you are typing 
what you think you are, and 
that the keyboard layout is the 
one you think it is.



10.	The next step is defining the size of the partition 
and it defaults to all of the available space, which 
is fine in most cases, so feel free to go with it.

Then it will show you the final partition table, and you 
can read it from the bottom to the top.

Because we are installing this example in a virtual 
machine for the sake of this guide, the “Virtual disk” 
would actually be the “Physical disk” in a non-virtual 
machine installation, and it would have two partitions: 
the “/boot” one that is the one you’ll use to decrypt 
the system on boot, and the “crypt” one, which is the 
one containing the logic volume manager (LVM) that 
contains the virtual RAM space (swap) and the “/” 
containing all of the files in the system.



11.	Hit the “Continue” button so you can  
continue to the confirmation screen.

Tick on “Yes” 
and “Continue”.

When it is finished, it will  
ask if you have an additional 
installation media and “No” is 
fine to “Continue”.

12.	Now you only need to wait for the base system 
installation to be done.



13.	Related to the country you selected when you  
installed the system: the installer will default to 
the closest data mirror, and unless you are plan-
ning to move somewhere else, you can stick with 
it and “Continue”, otherwise select a different one.

14.	Same applies in this next step. (One tech team 
member has been using a Linux system for 
about two decades and doesn’t remember 
choosing something other than the default on 
this screen, so unless you want to try something 
different, just go with it!)



15.	Then comes the proxy. You could use different 
proxies here to save bandwidth/time, but leaving 
it blank would work fine for a single installation.

Now give it a few 
seconds/minutes 
to install the  
package manager.



16.	Once that’s done you will need to answer one of 
the toughest questions of the whole installation 
process: would you like to share anonymous  
statistics about the packages you install in your 
system?

On one hand, from the privacy point of view, we don’t want 
to share any information from our system, even in an anon-
ymous way (in this case we do trust it’s anonymised). On 
the other hand, in terms of free and open source software, 
this information helps developers better use their energy on 
the packages that are being installed the most, or those that 
have been uninstalled the most. And since it’s always hard 
to answer that question, we will leave it up to you!



17.	We are getting closer to the end, but before that 
we need to choose what packages we want to 
have when the system first boots. If you are an 
experienced user or want to try different desktop 
managers, just tick different boxes. I’ll choose 
Gnome because at the end of this guide we’ll  
rely on Gnome’s file manager (Nautilus) to also 
encrypt an external storage device (USB drive).

And hit “Continue”.



18.	The last two steps are if you want to install the 
GRUB loader in the primary driver and where,  
but please note that since we are using a virtual 
machine to document the process, it say  
“/dev/vda”. If the installation process is done in a 
physical machine, the primary drive would either 
be “/dev/sda” or “/dev/hda” (if the computer is 
very old).

19.	This is the very last step of the GRUB installation! 
And when it’s done you can hit “Continue” to  
finalizse it and reboot the computer.



20.	Once it has rebooted you will be prompted to  
enter the encryption passphrase.

And then to select the user you 
want to start the session with.

And then enter the user  
password to log in.

Amazing! Your Linux operating system has  
been installed to run on an encrypted hard disk. 
Congratulations! But we cannot repeat it enough 
times: do not forget the passphrase, or you will  
not be able to access your data ever again!



Besides encrypting the hard disk where the  
operating system is located, we can also encrypt 
any external storage device, like a USB flash drive. 
Please note the same method applies for external 
hard drives and even secondary internal hard drives. 
Installing encryption means formatting, so all pre- 
existing data will be lost!

This example is running on Debian OS.

1.	 Start by opening Nautilus (the default Gnome 
file manager) found in the left side dock of the 
screen. The dock is not displayed by default but  
it will show up if you hit the Super key on your 
keyboard (sometimes also known as the  
Windows key).

2. Installation guide for other  
external devices in Linux



2.	 Either plug in the USB drive or, if it’s plugged in 
already, find it on the left side bar and right click 
on it to get the contextual menu, then click on the 
“Format” option in it. 

3.	 It will open the Disks manager, where for  
compatibility’s sake the NFTS file system  
will be selected.



4.	 Since we want to use LUKS Encryption, you  
need to change the partition type and select  
Ext4 + Password protected volume (LUKS).

5.	 Click on “Next” and you will be prompted to  
enter the external device encryption passphrase 
(twice).

Your device has been formatted in an encrypted 
way and is ready to store your confidential data!



Remember: The next time you want/need to use that storage 
device, you just need to plug it in and you will be prompted for 
the passphrase.

Again, please keep in mind that the only way to recover access 
to that device in case you lose/forget the passphrase is through 
a brute force attack (that can take decades), and unlike the base 
system encryption passphrase that you will be typing pretty  
often, weeks or months can pass before you use a certain USB 
drive. This means the chances of you forgetting it are higher, 
and ticking the “Remember Password” box is a good option, but 
it doesn’t replace the need for keeping the passphrase in a safe 
and reliable place.

Once the drive has been decrypted it will act exactly the same 
way as a regular one, and you can save and delete files from it 
normally.



If you would like to set up encryption on a  
non-GNU/Linux operating system, take a look  
at this Windows tutorial or this one for Mac OSX.

3. Encryption on other operating 
systems

https://support.microsoft.com/en-us/windows/device-encryption-in-windows-ad5dcf4b-dbe0-2331-228f-7925c2a3012d#ID0EBBD=Windows_10
https://support.apple.com/guide/mac-help/protect-your-mac-information-with-encryption-mh40593/mac
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