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There is a lot of information
around on securely protecting
your communications, but
how can you better protect
your devices?

For the last decade encryption has been one of
the main priorities for those working in technol-
ogy. Even though its scientific meaning involves
many words, all of us know that encrypting
basically means exchanging and storing data

In a secure way, away from prying eyes.

There are many protocols and implementations
of these protection methods: there is the infa-
mous WhatsApp “end to end” encryption, the
‘you must trust our company can't see your
data” encryption, the PGP/emall encryption, and
device encryption, among others.

In this article we will talk about the latter —
device encryption — which is a very useful type
of protection in case your device is seized,
stolen or lost. Without the access code no one
would be able to see anything on it!

When it comes to device encryption, there are
mainly two options: encrypt external devices
(thumb drives, SD cards, external hard drives,



etc.) or encrypt internal devices, most likely
meaning the drive on which the operating
system Is running.

If you want to encrypt your hard disk, this
needs to be done during the operating system
Installation. In recent GNU/Linux distributions,
It's as easy as ticking a checkbox at the hard
drive partition stage of the installation, and
providing a passphrase that needs to be used
every time the system boots.

The way the protection works once installed is
that the system asks for a passphrase on boot.
If you provide it, then everything is able to start
normally. If you don't, then the whole content
of the hard disk is completely inaccessible.

So beware — if you forget this password you
cannot access your device's content anymore!
This guide contains detailed explanations for
Linux operating system variants, with some
recommendations for other systems.

We hope that you enjoy encrypting your
devices so that we all work and live in a better
protected world!

1. Installation guide for encryption in Linux
operating systems

2. Installation guide for other external devices
In Linux

3. Encryption on other operating system



1. Installation guide for encryption
In Linux operating systems

In order to encrypt your hard disk, It Is better to start
with a brand new device or hard disk, as all the infor-
mation will be deleted.

To assist you In the process, this guide includes
sample screenshots of the full encrypted operating
system (OS) installation process in Debian OS.

Before you start, you will need to download the
desired operating system installation file(s).

1. This is the first installer screen. Go for
‘Graphical install”.

Debian GMU-Linux installer menu (BIOS mode)

Advanced options b4
ficcessible dark contrast installer menu >
Help

Install with speech synthesis

©' debian 11




2. Then select the language — English is the default.
Then the country (it would be great if there was
no default for this!) and keyboard layout.

©' debian 11

Select a language

Configure the keyboard

Choose the languayge Lo be used for Lthe installation process. The selected language will also be the delault

language for the Installed system. ASpma Do

LIINCSE SR - i - Albanian

Chinese (Traditionall - S (XE) Arabic

Croatian = Hrvatski Asturian

Czech - Lestina Bangladesh

Danish - Dansk Belarusian

Dutch - Nederlands [ Bengali

pzongkha - B Delgian
(english __________english | e
Esperanto - [Esperanto Boanian

Estunian = Eesti Brazilkan

Finnish - Suomi British English

Eranch - Francais Bulgarian {(BDS layourt)
Gallclan - Galego DBulgarian (phonetic layout)
Georgian = gothmymo Burmase

Garean .  Deutsch Canadian French

w

Canadian Multilingual

screenshot Go Back Continue |

Screenshot Go Dack Continue

3. Next enter your computer's name. It can be

anything, but no spaces or special characters
are allowed.

©' debian 1

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network, you
can make somcthing up here.

Hostname:

fancyhostname|

| Screenshot | | GoBack Continue



Please note that
Root equals
Admin on GNU/
Linux systems.

4. Since most of the GNU/Linux OS was initially
developed thinking of the device being part of a
network, setting a domain name is part of the

installation process, but it can be left blank as
needed.

(@1 debian 11

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something
that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but
make sure you use the same domain name on all your computers.

Domain name:

[

Screenshot Go Back | continue

5. There are at least two important passwords:

root and user. In this case we'll have a third one
— encryption. Even though they can be the same,
It's advised for them not to be. You should at
least add a small variation on each.

©) debian 11

Set up users and passwords

You need to set a password for ‘root’, the system administrative account. A malicious or unqualified user with
root access can have disastrous results, so you should take care to choose a root password that is not easy to
guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be disabled
and the system's initial user account will be given the power to become root using the "sudo” command.

Note that you will not be able to see the password as you type it.
Root password:

|oesesesesesee
[ Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[ o0

[ Show Password in Clear

| Screenshot | | GoBack || continue



You can use either
your real full name

or nickname, but it's

different than your
username, which is

the one you'll use to
log in/start session.

This is what you will

use to identify your-
self to the system.
It cannot contain
blank spaces or
special characters.

And this Is your user
password. Again, try
to avoid using the
same as you set for
Root.

©' debian 1

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Pleasc enter the real name of this uscer. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user’s real name. Your full name is a
reasonable choice.

Full name for the new user:

YourUserName

Screenshot |

| GoBack || Continue

©) debian 11

SelL up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start
with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.
Username for your account:

yourusername)

Screenshot Go Back Continue

o debian 11

Sel up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

_ | Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

_| Show Password in Clear

Screenshot Go Back Continue



6. Now select the timezone (options are based on
the country you previously selected).

©' debran 11

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language” and select a country
that uses the desired time zone (the country where you live

Sefecl your lime cone. :

Central
Mountain
Pacific
Alaska
Hawaii
Arlzona

East Indiana

Samoa

| Screens hot Go Back | | Continue

7. Here's where we take the encryption branch of
the road! If you want to explore all the options,
select "Manual partition” and take a look, but
most of the time you just want to use the “Guided
entire disk encrypted LUKS" option, so go for it.

) debian 1

h Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,
you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

Il you chovse guided parlitioning lor an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM
ui - use entire disk and set up encrypted LVM




8. Unless you are installing on a brand new hard
drive, you will actually not see this screen. The
reason why Is that it's about creating a partition

table, which needs to be done only the first time
a hard drive is used.

[

' debian 11

Partition disks

Note that all data on the disk you select will be erased, but not befora you have confirmead that you really
want to make the changes.

Select disk to partition:

Virtual disk 1 {vda) - 16.1 GB Virtio Block Device

screenshort | Go Back | continue |

Don't let the installer call
you ‘new user’, or don't

' debian 1

k Partition disks

think of yourself as a new-
bie just for choosing the
first option. It is true that
for certain use cases it's
advised to separate certain
data into different parti-
tions, but for non-server
installation, having it all

in the same one is just as
good, so let's do it that way.

The installer can guide you through partitioning a dick (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
ssssssss

Il you choovse guided parlitivning lor an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

screenshor | Go Back | contnue |



Since this is the step
where all we've done
before gets really written
into the hard drive, and
it makes whatever was
stored on it before
inaccessible (gone
forever), the default
option is “No’, and you
need to change it to
“Yes" and continue.

And then confirm you
know what you're doing.

This will take a while
depending on whether you
are installing on a solid
state drive or in a conven-
tional hard drive, and the
size of it. So at this point
you might want to take a
break and think of all the
kitty-cat videos you'll be
able to safely keep in your
new encrypted system.

©' debran 1

Partition disks

Before the Logical Volume Manager can be configured, the current partitioning scheme has to be written to
disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning scheme of disks
containing physical volumes are allowed during Lthe installation. Please decide il you are satisfied with the
current partitioning scheme before continuing.

The partition tables of the following devices are changed:
Virtual disk 1 (vda)

Writc the changes to disks and configurc LVM?

screenshot contlnue

©) debian 11

Partition disks

Before the Logical Volume Manager can be configured, the current partitioning scheme has to be written to
disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning scheme of disks
containing physical volumes are allowed during the installation. Please decide il you are satisfied with the
current partitioning scheme before continuing.

4 The partition tables of the following devices are changed:
Virtual disk 1 (vda)

Write the changes to disks and configurce LVM?

Screenshot continue

©) debian 11

Partition disks

ﬁ Erasing data on Virtual disk 1, partition #5 (vda3)

The installer is now overwniting Virtual disk 1, partition #5 (vda5) with random data to prevent meta-inforrmi

Cancel



9. Once Iit's done writing random data in your drive,
it will prompt you for a passphrase and you
really need to make sure you don't forget it. Any
half-experienced Linux systems administrator
can easily bypass both the root and user pass-
words with a few commands if the system is
not encrypted. However, the only way to bypass
the encryption is through what is called a "brute
force attack”, and doing that can take decades if
you used a strong one encryption password. So
even If It's not advised to write down passwords,
In this case It might be better than losing access
to all of the data stored in your computer, so you
should either consider doing that, or keeping it in
a KeePass password safe.

©' debian 11 1 © debian 11 :

Partition disks Pdr'LiLiRn disks
You need 1o choose a passphrase Lo encrypt Virtual disk 1, partition #5 {vda5). You need o choose a passphrase o encrypt Virtwal disk 1, partition #5 {vda5s).
The overall strength of the enuyption depends strongly on this passphrase, sv you should take care t The overall strength of the encryption depends strongly on this passphrase, so you should take care ©

yly o (] s passphr y ¥ ()
choose a passphrase thart Is not easy to guess. It should not be a word or sentence found In dictionaries, or a choose a passphrase that Is not easy to quess. It should not be a word or sentence found In dlctlonarles, or a
phrase that could be caslly assoclated with you. phrase thar could be caslly assoclated with you.

A good passphrase will contaln a mixture of letters, numbers and punctuation. Passphrases are A good passphrase will contaln a mixture of letters, numbers and punctuacion. Passphrases are
recommended to have a length of 20 or more characters. recommended to have a length of 20 or more characters.

Lncryption passphrase; Lneryption passphrase:
[ ssssssssssass, sssss

_| show Password in Clear _| Show Fassword in Clear

Please enter the same passphrase agaln to verify that you have typed It correctly. Please enter the same passphrase again to verify that you have typed It correctly.

Re enter passphrase to verify: He enter passphrase to verify:

EES0ERNNIRRNNS
| show Password in Clear | show Password in Clear
Screenshot Go Back Continue Screenshot . GoBac k Continue

Feel free to tick the “Show
password in clear” checkbox
to triple check you are typing
what you think you are, and
that the keyboard layout is the
one you think it is.



10.The next step is defining the size of the partition
and it defaults to all of the available space, which
s fine in most cases, so feel free to go with it.

©1 debian 11

Partition disks

You may use the whole volume group for guided partitioning, or part of it. If you use only part of it, or if you
add more disks later, then you will be able to grow logical volumes later using the LVM tools, so using a
smaller part of the volume group at installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 1.9 GB (or 12%); please note that the packages you
choose to install may require more space than this. The maximum available size is 15.6 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to use
that percentage of the maximum size.

Amount of volume group to use for guided partitioning:

(15.6 GB|

| Screenshot | |  Go Back I Continue l

Then it will show you the final partition table, and you
can read it from the bottom to the top.

Because we are installing this example in a virtual
machine for the sake of this guide, the "Virtual disk”
would actually be the “Physical disk” in a non-virtual
machine installation, and it would have two partitions:
the “/boot” one that is the one you'll use to decrypt
the system on boot, and the “crypt” one, which is the
one containing the logic volume manager (LVM) that
contains the virtual RAM space (swap) and the “/"
containing all of the files in the system.



11.Hit the “Continue” button so you can
continue to the confirmation screen.

Tick on “Yes" "(E debian 11

and “Continue”.

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes

= LIVM VG fancyhostname-vg, LV root - 14.5 GB Linux device-mapper (linear)
> #1 14.5 GB f extd !
=~ LVM VG fancyhostname-vg, LV swap_1 - 1.0 GB Linux device-mapper (linear)

B #1 1.0GB f swap swap
=~ Encrypted volume (vda5_crypt) - 15.6 GB Linux device-mapper (crypt)
= #1 15.6 GB K Ivm
+ Wirtual disk 1 (vda) - 16.1 GB Virtio Block Device
= #1 primary 510.7 MB F  ext2 /boot
i #5 logical 15.6 GB K crypto (vda5_crypt)

Undo changes to partitions

Finish partitioning and write changes to disk

| Screenshort | | Help GoBack || Continue

12.Now you only need to wait for the base system
Installation to be done.

© debian 11 ? © debian 11

Install the base system Configure the package manager

Scanning your installation media finds the label:

Debian GNW/Linux 11.1.0 Dullseye_ - Official amd64 NCTINST 20211009-10:07

_ Installing the base system You now have the aption of scanning additional media for use by the package manager (apt). Normally these
should be from the same set as the one you booted from. if you do not have any additional media, this step
Installing core packages... can just be skipped.

Il you wish o scan more media, please insert another one now.
Scan extra instaliation media?

! Yes

screenshot Go Back [ continue

When it is finished, it will

ask if you have an additional
installation media and “No” is
fine to “Continue’.



13.Related to the country you selected when you
installed the system: the installer will default to
the closest data mirror, and unless you are plan-
ning to move somewhere else, you can stick with
it and “Continue’, otherwise select a different one.

© debian 11

Configure the package manager

The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that nearby
countries, or even your own, may not be the best choice.

Debian archive mirror country:

Singapore rl
Slovakia
Slovenla
South Africa
Spain
Sweden

United Kingdom B
Uruguay

Vietnam Bl

| Screenshot | | GoBack l Continue ]

14.Same applies in this next step. (One tech team
member has been using a Linux system for
about two decades and doesn't remember
choosing something other than the default on
this screen, so unless you want to try something
different, just go with it}

©) debian 11

Configure the package manager

Please select a Debian archive mirror. You should use a mirror in your country or region if you do not know
which mirror has the best Internet connection to you.

Usually, deb.debian.org is a good choice.
Debian archive mirror:
ftp.us.debian.org
deblan.csall.mit.edu
debian.osuosl.org
dehian_cc.lehigh.edn
debian.glisc.gatech.edu
mirror.cc.columbia.edu —
debian-archive.trafficmanager.net
mirrors.lug.mtu.edu
i us.oneandone.net
irrors.bloomu.edu

mi
mi
mirrors.namecheap.com
mi

d

T
2
3

| Screenshot-' | GoBack Continue



15.Then comes the proxy. You could use different
proxies here to save bandwidth/time, but leaving
it blank would work fine for a single installation.

©) debran 11

Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here. Otherwise,
leave this blank.
The proxy information should be given in the standard form of "http://[[user]l: passl@lhostl:portl/.

HTTP proxy information (blank for none):

[

| screenshot | GoBack Continue

[

Now give it a few (@ debian 11
seconds/minutes T o e

to install the
package manager. _

Retrieving file 4 of 5




16.0nce that's done you will need to answer one of
the toughest questions of the whole installation
process: would you like to share anonymous

statistics about the packages you install in your
system?

©) debian 11

Configuring popularity-conrest

The system may anonymously supply the distribution developers with statistics about the most used

packages on this system. This information influences decisions such as which packages should go on the first
distribution CD.

If you choose to participate, the automatic submission script will run once every week, sending statistics to
Rk the distribution developers. The collected statistics can be viewed on https://popcon.debian.org/.

This choice can be later modified by running "dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

No

@ Yes

Screenshot Continue I

(©) debian 11

Configuring popularity-contast

The system may anonymously supply the distribution developers with statistics about the most used
packages on this system. This Information Influences decislons such as which packages should go on the first
distribution CD.

if you choose to participate, the automatic submission script will run once every week, sending statistics to
the distribution developers. I he collected statistics can be viewed on https://popcon.debian.org/.

This choice can be later modified by running "dpkg-reconfigure popularity-contest™.
Participate in the package usage survey?

@ No

) Yes

Screenshot Continue |

On one hand, from the privacy point of view, we don't want
to share any information from our system, even in an anon-
ymous way (in this case we do trust it's anonymised). On
the other hand, in terms of free and open source software,
this information helps developers better use their energy on
the packages that are being installed the most, or those that
have been uninstalled the most. And since it's always hard
to answer that question, we will leave it up to you!



17.We are getting closer to the end, but before that
we need to choose what packages we want to
have when the system first boots. If you are an
experienced user or want to try different desktop
managers, just tick different boxes. I'll choose
Gnome because at the end of this quide welll
rely on Gnome's file manager (Nautilus) to also
encrypt an external storage device (USB drive).

©) debian 11

Software selection

K
At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to
install one or more of the following predefined collections of software.

Choose software to install:

Debian desktop environment

... GNOME

... Xfce

... GNOME Flashback
..- KDE Plasma

... Cinnamon

... MATE

... LXDE

... LXQTU

ODooooono®

[] web server
[] SSH server
standard system utilities

| screenshot | Continue

And hit “Continue”.



18.The last two steps are If you want to install the
GRUB loader in the primary driver and where,
but please note that since we are using a virtual
machine to document the process, it say
“/dev/vda”. If the installation process is done in a
physical machine, the primary drive would either
be “/dev/sda” or “/dev/hda" (if the computer is
very old).

©) debian 11 '. " (@ debian 11

Install the GRUB boot loader Install the GRUB boort loader
It seems that this new Installation Is the only operating system on this compurer. If so, It should be safe to You need Lo make the newly installed system bootable, by installing the GRUB boot loader on a bootable
Install the GRUB boot loader te your primary drive (UEFI partitien/boor record). device. The usual way 1o do this is Lo install GRUB Lo your primary drive (UEFI partition/boot record). You may
i d install GRUB Lo a different drive (or partition), el ble media.
Warning: Il your computer has another operating system that the installer failed o detect, this will make ottt e Th A T e
hat operating system temporarily unbootable, though GRUB can be manually configured later to boou it B
Install the GRUB bool lvader Lo your primary drive? Fnter device manually

Idevivda

19.This is the very last step of the GRUB installation!
And when it's done you can hit “Continue” to
finalizse it and reboot the computer.

©' debian 11 o) debian 11

Install the GRUB boot loader Finlsh the Installation

Installation comp

Installation Is complete, so It Is time to boot Inte your new system. Make sure to remove the

Installation media, so that you boot Into the new system rather than restarting the Installation.
Installing GRUB boot loader

Running "update-grub®...




20.0nce it has rebooted you will be prompted to
enter the encryption passphrase.

“debian’’
And then to select the user you And then enter the user
want to start the session with. password to log In.

Amazing! Your Linux operating system has

been installed to run on an encrypted hard disk.
Congratulations! But we cannot repeat it enough
times: do not forget the passphrase, or you will
not be able to access your data ever again!



2. Installation guide for other
external devices In Linux

Besides encrypting the hard disk where the
operating system is located, we can also encrypt
any external storage device, like a USB flash drive.
Please note the same method applies for external
hard drives and even secondary internal hard drives.
Installing encryption means formatting, so all pre-
existing data will be lost!

This example is running on Debian OS.

1. Start by opening Nautilus (the default Gnome
file manager) found in the left side dock of the
screen. The dock is not displayed by default but
it will show up if you hit the Super key on your
keyboard (sometimes also known as the
Windows key).



2.

3.

Either plug in the USB drive or, if it's plugged in
already, find it on the left side bar and right click
on it to get the contextual menu, then click on the
"Format” option In it.

G Pi 5

wm Videos
@ Trash
Y USB DRIVE

+ Other Locations

It will open the Disks manager, where for
compatibility's sake the NFTS file system
will be selected.

Disks 31 GB Thumb Drive
1.6 G I.l'"d Disk ingston DataTraveler 3.0 (0001)
— VirtlQ Disk
C0J/DVD Drive 31 GB (20,943,995,904 bytes)
QEMU DVD-ROM

Format Volume




4. Since we want to use LUKS Encryption, you
need to change the partition type and select
Ext4 + Password protected volume (LUKS).

Disks 31GB Thu!'nb Drive

16 %B;_Iird Disk Kingston DataTraveler 3.0 (0001)
sk

Size 31GB (30,543,095,504 bytes)

COJ/OVD Drive
—" QEMU DVD-

ROM =
o  Cancel | Format Volume Mext
Ky

ine ravele|
15 GB Block Devig
—— Idevifane phastnamest
| 1.0 GB Block Devis
— [devifancyhos..e-vols

Volume Mame | LUKS Drive|

5. Click on “Next" and you will be prompted to
enter the external device encryption passphrase
(twice).

Your device has been formatted in an encrypted
way and Is ready to store your confidential datal!



Remember: The next time you want/need to use that storage
device, you just need to plug it in and you will be prompted for
the passphrase.

Again, please keep in mind that the only way to recover access
to that device in case you lose/forget the passphrase is through
a brute force attack (that can take decades), and unlike the base
system encryption passphrase that you will be typing pretty
often, weeks or months can pass before you use a certain USB
drive. This means the chances of you forgetting it are higher,
and ticking the “Remember Password” box is a good option, but
it doesn't replace the need for keeping the passphrase in a safe
and reliable place.

Once the drive has been decrypted it will act exactly the same
way as a regular one, and you can save and delete files from it
normally.




3. Encryption on other operating
systems

If you would like to set up encryption on a
non-GNU/Linux operating system, take a look
at this Windows tutorial or this one for Mac OSX.



https://support.microsoft.com/en-us/windows/device-encryption-in-windows-ad5dcf4b-dbe0-2331-228f-7925c2a3012d#ID0EBBD=Windows_10
https://support.apple.com/guide/mac-help/protect-your-mac-information-with-encryption-mh40593/mac

k1CtSIjLbryzEKNj20MrsbrGwryybovS2YAV +dcBE3bJWeY Fxx3zv+aPVCnPcSthGSFYZz09tdQaQ9P8yZXjcBwtgkdQx6zeRao4qG1Hue+KirT72ddJyRrzHjCB/
RCRD47h+smFB5HQiPDXU9sqNGu/2pYGPyHdvm+jUJDv1Gv+kal5DeVMevxtY4ktjgl TeRF5sR7VYN3XZG50aafOBY KOmAIOAt9CDjRQMg6ourDe6Sl-
1Hu6EzwVI+IHLD7dPCGmHLB8YRvVRULVKInBLwwvCS1132HGPeYbynq1bJsLNQjSPY/LejwzHgLhS31zeC5X0BZZRb6zlkr804XBBbwOmRLHLYMh3Vt-
4G5LjpwoXfs6rORrTxUDrArwmIQV5zG41SBm5Nev4SXpKDel2Aoldqdja7u0Bh9Kixj2MiOStp6CltpfNF701z2iHwHSpvl2d 1 ULIhLvvwyuFJrDX{/Q3wJmhd-
9Bac2dwOMtvbz30LVCX7LkQpwFglkIInSRVK/
usFDBJnUHGxxXul3PfoVz{9a2gf+i7Bpd5TXiEKKQDZhATUrO7UEriDmrd8XESoah7LNEaldcAjwaD5vp8J1PqO117L+1epQEGdzvOsEMer7as1a5f/bIrT6Y-
H2at1vsLEOxY06egl vBPUIRSALKW8UYIdCo07gQOZdlghkq6s39DZbh7ScHzCeKhvCUZbCY99hlJ0eIAHf64e9zEvZiAw5Ve63Dax1YjFVkqORhxx4Rqi4px-
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